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MOJEJb TH®OPMAIIMOHHON
BE30OITACHOCTHU PAIMOKAHAUJIA IEEE 802.11

Hccneoosana cmpykmypa 6ezonacnocmu npomoxona IEEE
802.11b. Paccmompenvt ciabvie CmopoHbl U YA36UMOCHb Cyuje-
cmeyowux mMemooos 3auwumsl uHgopmayuu. Paspabomana mo-
denb besonacHocmu 6ecnpoBoOHbIX cemell Ha OCHO8e NPOMOKONA
802.11b ¢ npumenenuem mexnonoeuti WEP u IPSec u meoicceme-
6020 sxpana. Ilpuseden npumep nocmpoenus 6€30nacHoll cemu co
CMEWAHHOU CMPYKmypotl, umerowell no0cems ¢ 603MONCHOCTBIO
becnpooOH020 00CmMyna, KOmopwlii Modicem 0blmb NPUMEHEH KaK
npu pazeepmul8aHuu HO8OU OECHPOBOOHOU cemu, MAaxK U Npu Mo-
OepHu3ayuu yoce umeroujeticss cemesoil un@pacmpykmypol. Pas-
pabomaHuas MoOeib NOIHOCHIbIO COBMECIUMA C CYUeCmBYIouu-
MU cmanoapmamu, MOOYIbHAL MHO20YPOBHEBAsl CIMPYKMYpa No-
380nUmM 8 OyOyujeM UCHOIb3068AMb HOBble MEXHON02UYecKue pe-
wienust u Memoobl, HANPAGIeHHbIE HA VEeIUYeHUEe KPUnmozpagu-
yecKkou cmouxocmu Oe3 HeobXOOUMOCMU 3aMeHbl APXUMEKNYPbl
cucmembl.

Data Security Model in IEEE 802.11 Radio Channel / I.P. Ivanov,
A.Yu. Uspensky // Vestnik MGTU. Priborostroenie. 2003. Ne 2. P. 78-86.

A security system structure in the IEEE 802.11 protocol stack is
studied. Weak points and vulnerability of the existing methods of data
security are considered. A data security model for the IEEE 802.11-based
wireless networks is developed with the application of the WEP and IPSec
technologies. An example of construction of the secure network having
a mixed structure is presented with a subnet providing a wireless access
both in deploying a newly wireless network and in modernizing an already
existing net infrastructure. The developed model is thoroughly compatible
with the existing standards. Its multi-level modular structure will allow
using new technological decisions and methods aimed at the cryptographic
stableness improvement without a necessary replacement of the system
architecture. Refs.7. Figs.3.
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