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AHAJIN3 METOJ0OB 3AIIIUTHI UHO®OPMALIUN
B PAIMOKAHAJIAX CTAHIAPTA IEEE 802.11

C yenvio obecneuenus 6€30nacHOCmMu OAHHBIX, NePeddsaemblx 8
paouoxanane, cmanoapm IEEE 802.11 npedycmampueaem uc-
noav3osanue npomoxonra WEP (Wired Equivalent Privacy), ¢ no-
MOWbI0 KOMOPO20 0eaemcs NONbIMKA OOCMUYb YPOGHSL 3AUUMbl
nepeoasaemvix OaHHbIX, CPABHUMO20 C obecnedusaemvim 0ObIY-
HbLMU NPOBOOHBIMU cemsamu. Paccmompenvt ocobennocmu npo-
moxona WEP, 6ozmooicHbie cnocobvl napyuieHust 3auumsl uHpop-
Mayuu u 8u0bl amak Ha paouocems. Ilpusedenvl pexomerHoayuu
no npeodonenuto nedocmamrkos WEP, u paccmompenv obwue
nonooicenust npomokona WEP2, npuzeannoeo ycmpanums cyuje-
cmeyroujue npoodremul.

Analysis of Data Protection Methods in IEEE 802.11 Radio
Channels / L.P. Ivanov, A.Yu. Uspensky // Vestnik MGTU. Pribo-
rostroenie. 2002. Ne 4. P.26-35.

To provide protection of data being transferred via radio channels, the
standard IEEE 802.11 involves WEP (Wired Equivalent Privacy) protocol,
with the help of which an attempt is made to achieve the transferred
data protection level comparable to that of traditional networks. The WEP
protocol peculiarities are considered as well as possible ways of the
data protection violation and kinds of attacks against the radio network.
Recommendations are given to overcome WEP weak points, and general
provisions are considered of the WEP2 protocol which is to eliminate the
existing problems. Refs.10. Figs.3.
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